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Rust: low-level, memory safe language

int32_t x = 0;
int32_t y = 1;
int32_t *z = choose(true, &x, &y);

*z = 2; // Updates x

// Observe the changes
assert(x == 2);
assert(y == 1);

uint32_t *choose(bool b, int32_t *x, int32_t *y)
{

if b { return x; }
else { return y; }

}

In C:
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Recursive Functions
Rust:
pub enum List<T> {

Cons(T, Box<List<T>>),
Nil,

}

fn nth<'a, T>(l: &'a mut List<T>, i: u32)
> &'a mut T {
match l {

List::Cons(x, tl) => {
if i == 0 {

return x;
}
else {

return nth(tl, i  1);
}

}
List::Nil => { panic!() }

}
}
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Recursive Functions
Rust: Translation:
pub enum List<T> {

Cons(T, Box<List<T>>),
Nil,

}

fn nth<'a, T>(l: &'a mut List<T>, i: u32)
> &'a mut T {
match l {

List::Cons(x, tl) => {
if i == 0 {

return x;
}
else {

return nth(tl, i  1);
}

}
List::Nil => { panic!() }

}
}

let rec nth_fwd (t : Type) (l : list_t t) (i : u32) : result t =
begin match l with
| ListCons x tl >

if i = 0
then Return x
else begin i0 < u32_sub i 1; nth_fwd t tl i0 end
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end

Forward and backward functions behave like lenses
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| ListNil > Fail Failure
end



Opaque (External) Functions

Rust (external dependency):
struct S { x: i32 /* private field */ }
fn create(x: i32) > S;
fn get_field<'a>(s : &'a mut S) > &'a mut i32;

fn f() {
let mut s = create(0);
let x = get_field(&mut s);
*x += 1;

}

Rust (local crate):
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fn f() {
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}
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let f_fwd =

s < create_fwd 0;
x < get_field_fwd s;
x0 < i32_add x 1;
s < get_field_back s x0;
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Opaque (External) Functions

Rust (external dependency): Translation (in an interface file):
struct S { x: i32 /* private field */ }
fn create(x: i32) > S;
fn get_field<'a>(s : &'a mut S) > &'a mut i32;

type S
val create_fwd : i32 > result S
val get_field_fwd : S > result i32
val get_field_back : S > i32 > result S

fn f() {
let mut s = create(0);
let x = get_field(&mut s);
*x += 1;

}

Rust (local crate):
let f_fwd =

s < create_fwd 0;
x < get_field_fwd s;
x0 < i32_add x 1;
s < get_field_back s x0;
Return ()

Translation (in an implementation file):

Rust signatures efficiently capture the effectful behavior



Loops
Rust:
pub enum List<T> {

Cons(T, Box<List<T>>),
Nil,

}

pub fn nth<T>(mut ls: &mut List<T>, mut i: u32)
> &mut T {
loop {

match ls {
List::Cons(x, tl) => {

if i == 0 { return x; }
else {

ls = tl;
i = 1;
continue;

}
}
List::Nil => { panic!() }

}
}

}
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Rust:

Translation:

pub enum List<T> {
Cons(T, Box<List<T>>),
Nil,

}

pub fn nth<T>(mut ls: &mut List<T>, mut i: u32)
> &mut T {
loop {

match ls {
List::Cons(x, tl) => {

if i == 0 { return x; }
else {

ls = tl;
i = 1;
continue;

}
}
List::Nil => { panic!() }

}
}

}

let rec nth_loop_fwd
(t : Type) (ls : list_t t) (i : u32) : result t =
begin match ls with
| ListCons x tl >

if i = 0 then Return x
else begin i0 < u32_sub i 1; nth_loop_fwd t tl i0 end

| ListNil > Fail Failure
end

let nth_fwd t ls i = nth_loop_fwd t ls i



Loops
Rust:

Translation:

pub enum List<T> {
Cons(T, Box<List<T>>),
Nil,

}

pub fn nth<T>(mut ls: &mut List<T>, mut i: u32)
> &mut T {
loop {

match ls {
List::Cons(x, tl) => {

if i == 0 { return x; }
else {

ls = tl;
i = 1;
continue;

}
}
List::Nil => { panic!() }

}
}

}

let rec nth_loop_fwd
(t : Type) (ls : list_t t) (i : u32) : result t =
begin match ls with
| ListCons x tl >

if i = 0 then Return x
else begin i0 < u32_sub i 1; nth_loop_fwd t tl i0 end

| ListNil > Fail Failure
end

let nth_fwd t ls i = nth_loop_fwd t ls i

let rec nth_loop_back
(t : Type) (ls : list_t t) (i : u32) (ret : t) :
result (list_t t) =
begin match ls with
| ListCons x tl >

if i = 0 then Return (ListCons ret tl)
else begin

i0 < u32_sub i 1;
tl0 < nth_loop_back t tl i0 ret;
Return (ListCons x tl0) end

| ListNil > Fail Failure
end

let nth_back t ls i ret = nth_loop_back t ls i ret



Loops
Rust:

Translation:

pub enum List<T> {
Cons(T, Box<List<T>>),
Nil,

}

pub fn nth<T>(mut ls: &mut List<T>, mut i: u32)
> &mut T {
loop {

match ls {
List::Cons(x, tl) => {

if i == 0 { return x; }
else {

ls = tl;
i = 1;
continue;

}
}
List::Nil => { panic!() }

}
}

}

let rec nth_loop_fwd
(t : Type) (ls : list_t t) (i : u32) : result t =
begin match ls with
| ListCons x tl >

if i = 0 then Return x
else begin i0 < u32_sub i 1; nth_loop_fwd t tl i0 end

| ListNil > Fail Failure
end

let nth_fwd t ls i = nth_loop_fwd t ls i

Translated functions are 
similar to the recursive case

let rec nth_loop_back
(t : Type) (ls : list_t t) (i : u32) (ret : t) :
result (list_t t) =
begin match ls with
| ListCons x tl >

if i = 0 then Return (ListCons ret tl)
else begin

i0 < u32_sub i 1;
tl0 < nth_loop_back t tl i0 ret;
Return (ListCons x tl0) end

| ListNil > Fail Failure
end

let nth_back t ls i ret = nth_loop_back t ls i ret
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• safe Rust
• no traits
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• no nested borrows in 

function signatures
• no interior mutability

Computes the borrow graph:
⇒ don’t trust borrow checker

⇒ operational semantics for Rust!
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Translation through symbolic execution

Aeneas: Rust Verification by Functional Translation, ICFP 2022


